Ref.  )*o.:  VNBPA1900 
Issued  : '17/^971 

Copy  No.:  5D| 

SECURITY : DETAILED  *a:D:D*  TC^RIS  MSI  BMS  AND  OPERATIONAL  YORKERS 

Proa:  MOSCOW 

To:  CANBERRA 

No»-  233.  23?  2nd  Deeper  19L3 

(2-part  message  complete] 

[Part  I)  Cireular(a) 

Once  again  >e  direct  your  attention  to  Inadequate  security  in  the 
work  of  leaders  and  operational  workers  In  residencies.  Some, 
operational  workers  are  being  Initiated  into  residency  matters  which 
bear  no  relation  to  the  work  being  carried  out  by  thea.  Of  course  this 
is  the  result  of  talkativeness  and  the  inevitable  oonsequenoe  of  the 
close  relations  existing  among  our  workers.  It  is  necessary  for  all 
6 unrecovered]  but,  as  regards  the  general  work  of  a residency, 

each  individual  "orker  should  know  only  what  is  essential  in  order  to 
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I Part  II; 


Note; 

Comnont: 


carry  out  the  rork  in  his  own  field.  In  embassy,  legation  and  consulate 
buildings  (in  the  private  and  general  offices  of  residents)  and  also  ir. 
private  flats,  probably  fitted  with  special  (l  group  unidentified], 
discussions  or.  operational  questions  take  place.  There  have  even  b6er. 
cases  Where  conferences  of  all  the  workers  of  a residency  have  boen 
arranged  in  a general  office,  for  the  collective  discussion  of 
directives  from  the  eei.tr*.  It  is  categorically  forbidden,  in  the 
course  of  briefing  ‘nd  in  general  during  discussions,  particularly  if 
held  on  the  premises,  to  use  [l  group  garbled]  surnames  of  workers  and 
probationers! STAZhSlY] , ru_=es  of  to-ns  and  countries,  of  [Cf.  officials’ 
and  of  other  objectives.  All  this  should  be  encoded. 

(l  group  unrecovered]  JCT  considering]  the  cases  cited  above  it  is 
reoommended  that,  instead  of  audible  conversation,  notes  should  be 
exchanged,  which,  immediately  after  such  a 'secret  conversation',  ( 1 
group  unidentified)  will  be  destroyed.  At  work  and  in  private  life  our 
workers  should  not  U groups  unrecovered)  from  other  [l  group  unidentil  ed] 
of  the  organiietionlATPARATj  and  [c£  group  themselves  together]  : this 
will  inevitably  lead  to  disclosure.  (2  groups  unrecovered)  other  (l 
group  unrecovered]  discussion  in  Russian  of  [U  groups  unrecovered)  wit 
them.  (5  groups  unrecoverable)  infringements  of  the  security  regulatic:  . 
we  shall  take  severe  measures,  (l  group  unidentified]  maintenance  of 
necessary  security  in  our  work  depends  to  e considerable  extent  on 
leaders  of  residencies  personally.  The  resident  should  not  share  with 
his  subordinates  information  uhich  they  are  not  required  to  kren-  in  th< 
course  of  their  work. 

»•.  677  PETROV ( i) 


(a)  This  aossage  is  knom  to  have  been  sent  also  to  HAVAKA,  ’CDilCO  C7.7, 
OTTAWA,  SAN  F9AJ!CIoC0  and  ftU  TCRX. 

(i)  PETROV:  Unidentified  kC.iC<W  signatory;  probably  a covemamc  or 
pseudonym. 
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